Local Gargbage
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1 /% %%
2 x powerOf3::s is garbage

3 %/
H 4#include <iostream>
Thgz fqllgwmg examp[e shows why 5 using nameepacestd:
uninitialized local variables frequently 6int powerOf2( int power )
H 3 ” 7
contain nonsense or “garbage values. - r(1):
9 for( int x(1); x<=power; x++ ) {
. . 10 r x= 2;
In this code, two functions use two 1}
. . 12 ;
differently named local variables H
(power O 2:: r andpower O 3: : s). When pd 10 (PO OKE (SOTTREE )
: 15 {
the code path entepgwer O 3, s will be 16 int s; // uninitialized!
initialized with the last value of q
power OF 2::r . 9}
20 return s;
21}

22 int main()

Why? Because they both end up occupyingy;

the same memory space. Since 24/ double a, b;
a = powerOf2(4);

: Co . 25
power OF 3: : s is not properly initialized, its 26 b = powerofa(2);

H A 27 cout << "2*%2*2*2=" << a << endl;
bits reflect the last value g@ower Of 2: : r . 55 [ B Bl
29 return 0;
30}
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The Operating System callsrai n()

<0OS>
Program StaCk gzm powerOf2( int power )

YStacky 8 int r(1);
9 for( int x(1); x<=power; x++ ) {
10 r o= 2;
11 }
12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23{
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;

frHeap 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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The Operating System callsrai n()
create call frame fomai n

<0S>
Program StaCk gzm powerOf2( int power )
Stac
frﬁme' :fain 8 e i (@)s
- 9 for( int x(1); x<=power; x++ ) {
10 r o= 2;
11 }
12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23{
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
THean 27 cout << "2*2*2*2=" << a << endl;
28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 22: Function mai n entry

<OS>=— main

Program StaCk sz powerOf2( int power )
7
Stac
frﬁme' :fain 8 e i (@)s
- 9 for( int x(1); x<=power; x++ ) {

10 r o= 2;
11 }
12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main() /] <==
23{
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);

THean 27 cout << "2*2*2*2=" << a << endl;
28 cout << "3*3=" << b << endl;
29 return 0;
30}



Qlide: 6

Line 24: Declarea

<0OS>=— main

Program StaCk gzm powerOf2( int power )
US{EI.CN}_ 8 int r(1);
fr.ame. i 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 ros= 2:
11 }
12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b; M ===
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;
fHeap 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 24: Declareb

<0OS>=— main

Program Stack )

| Stack) 8
frame: main 9

var: main::a = GARBAGE 10

var: main::b = GARBAGE 11

12
13}

fHead 28

14int

6 int powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
r o= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b; M ===
a = powerOf2(4);

b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0;
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Line 25: Call power OF 2( 4)

<0OS>=— main

Program Stack 6int powerOf2( int power )
74
USta.CNlA 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 rox= 2:
var: main::b = GARBAGE 11 }
12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4); /] <==
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
fHeap 28 cout << "3*3=" << b << endl;
29 return 0;
30}



Qlide: O

Line 25: Call power OF 2( 4)
create call frame fopower O 2

<0OS>=— main

Program Stack 6int powerOf2( int power )
74
UStalch 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 rox= 2:
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4); /] <==
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
fHeap 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 25: Call power OF 2( 4)
create formal paramower of power O 2

<0OS>=— main

Program Stack 6int powerOf2( int power )
74
UStalch 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 rox= 2:
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
14 int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4); /] <==
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
fHeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 6: Function power O 2 entry

<OS>=— main—=— powerOf2

Program Stack
|/Stack)

frame: main

var: main::a = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

fHead

6int
74

powerOf2( int power ) /] <==
int r(1);
for( int x(1); x<=power; x++ ) {
r o= 2;
}
return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;
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Line 8: Declarer

<0OS>=—- main=> powerOf2

Program Stack
| Stack)

frame: main

var: main::a = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 1

fHead

6int
74

8

9

10

11

12
13}
14 int
15 {
16

17

18

19

20
21}
22int

powerOf2( int power )

int r(1); Il <==
for( int x(1); x<=power; x++ ) {
r %= 2;
}
return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 9: Declare x

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74
UStalCN}V 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r=1 14 int powerOf3( int power )
var: powerOf2::x = 1 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}

Qlide: 13



Qlide: 14

Line 10: Storer *=2

<0OS>=—- main=> powerOf2

Program Stack °l

| Stack) 8
frame: main 9

var: main::a = GARBAGE 10

var: main::b = GARBAGE 11

frame: powerOf2 12

var: powerOf2::power = 4 13}

var: powerOf2::r = 2 14 int

var: powerOf2::x = 1 15

16
17
18
19
20
21}

fHeapy 28

22int

6 int powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
rox= 2; Il <==

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 9: Increment x

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74
UStalCN}V 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 2 14 int powerOf3( int power )
var: powerOf2::x = 2 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 10: Storer *=2

<0OS>=—- main=> powerOf2

Program Stack °l

| Stack) 8
frame: main 9

var: main::a = GARBAGE 10

var: main::b = GARBAGE 11

frame: powerOf2 12

var: powerOf2::power = 4 13}

var: powerOf2::r = 4 14 int

var: powerOf2::x = 2 15

16
17
18
19
20
21}

fHeapy 28

22int

6 int powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
rox= 2; Il <==

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 9: Increment x

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74
UStalCN}V 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 4 14 int powerOf3( int power )
var: powerOf2::x = 3 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 10: Storer *=2

<0OS>=—- main=> powerOf2

Program Stack °l

| Stack) 8
frame: main 9

var: main::a = GARBAGE 10

var: main::b = GARBAGE 11

frame: powerOf2 12

var: powerOf2::power = 4 13}

var: powerOf2::r =8 14 int

var: powerOf2::x = 3 15

16
17
18
19
20
21}

fHeapy 28

22int

6 int powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
rox= 2; Il <==

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 9: Increment x

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74
UStalCN}V 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r =8 14 int powerOf3( int power )
var: powerOf2::x = 4 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 10: Storer *=2

<0OS>=—- main=> powerOf2

Program Stack °l

| Stack) 8
frame: main 9

var: main::a = GARBAGE 10

var: main::b = GARBAGE 11

frame: powerOf2 12

var: powerOf2::power = 4 13}

var: powerOf2::r = 16 14 int

var: powerOf2::x = 4 15 {

16
17
18
19
20
21}

fHeapy 28

22int

6 int powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
rox= 2; Il <==

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 9: Increment x

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74
UStalCN}V 8 int r(1);
fr.ame. main 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 16 14 int powerOf3( int power )
var: powerOf2::x =5 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 9: Break out of f or loop

<OS>=— main—=— powerOf2

Program StaCk sz powerOf2( int power )
7
Stac
frﬁme' r:}ain 8 Ind (@)
> Z 9 for( int x(1); x<=power; x++ ) {// <==
var: main::a = GARBAGE 10 ros= 2:
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 16 14int powerOf3( int power )
var: powerOf2::x =5 159 ) o
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23{
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;
THeapr 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Line 11: Destroy loop counterx

<OS>=— main—=— powerOf2

Program Stack
|/Stack)

frame: main

var: main::a = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

fHeap

6int
74

powerOf2( int power )

int r(1);

for( int x(1); x<=power; x++ ) {
rox= 2;

} M ===

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 11: Remember the Stack State
This is NOT done by the program, it is a feature of this slidesh

Snapshot

| Stack)

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = GARBAGE

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::power = 4

var: powerOf2::r = 16

var: powerOf2::r = 16

Qlide*

fHead

24

int r(1);
for( int x(1); x<=power; x++ ) {
r %= 2;
} Il <==
return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;

main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 12: Return value ofr

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = GARBAGE

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::power = 4

var: powerOf2::r = 16

var: powerOf2::r = 16

Qlide*

fHead

25

8

int
for(

r(1);

int x(1); x<=power; x++ ) {
r %= 2;

}

return r; 11

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
S x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 12: Return value ofr
copy return value

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::power = 4

var: powerOf2::r = 16

var: powerOf2::r = 16

Qlide*

fHead

26

8

int
for(

r(1);

int x(1); x<=power; x++ ) {
r %= 2;

}

return r; 11

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
S x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 12: Return value of r
discard the auto (local) variabpewer Of 2: : r

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHead

27

8

int
for(

r(1);

int x(1); x<=power; x++ ) {
r %= 2;

}

return r; /] <==

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
S x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot
| Stack)

Line 12: Return value of r
discardpover O 2 parametepower

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHeap

28

8

int r(1);
for( int x(1); x<=power; x++ ) {
r %= 2;
}
return r; [ <==

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot
| Stack)

Line 12: Return value ofr
discard call frame, return to caller

<0OS>=—- main=> powerOf2

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHeap

20

8

int r(1);
for( int x(1); x<=power; x++ ) {
r %= 2;
}
return r; [ <==

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 25: Return from power Of 2

Snapshot
| Stack)

<0OS>=— main

Program Stack 6 int powerOf2( int power )
71

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

THeap

20

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s = 3;

}

return s;
main()

double a, b;

a = powerOf2(4); /] <==
b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0;



Line 26: Call power O 3( 2)

Snapshot
| Stack)

<0OS>=— main

Program Stack 6 int powerOf2( int power )
71

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2
var: powerOf2::power = 4
var: powerOf2::r = 16

THeap

Qlide: 21

int
for(

r(1);

int x(1); x<=power; x++ ) {
r o= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2); Il <==
cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0;



Line 26: Call power O 3( 2)
create call frame fopower O 3

Snapshot
| Stack)

<0OS>=— main

Program Stack 6 int powerOf2( int power )
71

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

THeap

292

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s = 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2); Il <==
cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0;



Line 26: Call power O 3( 2)
create formal paramower of power O 3

<0OS>=— main

Qlide*

Snapshot Program Stack 8 int powerof2( int power )
ystack) 8
e = 8 int r(1);
fr'ame.maln frame: main 9 for( int x(1); x<=power; x++ ) {
var. main::a = GARBAGE var: main::a = 16 10 r o= 2;
var: main::b = GARBAGE var: main::b = GARBAGE| 11 }
frame: powerOf2 frame: powerOf3 12 return r;
var: powerOf2::power = 4 var: powerOf3::power = 2| 13 }
var: powerOf2::r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2); Il <==
27 cout << "2*%2*2*2=" << a << endl;
fTHeap 28 cout << "3*3=" << b << endl;
29 return 0;
30}

22



Line 14: Function power O 3 entry

Snapshot

|/Stack)

<OS>=— main— powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

Qlide*

fHeap

24

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power ) Il <==

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;

main()

double a, b;
a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 16: Declares

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = ???

Qlide*

fHeap

25

int
for(

r(1);
int x(1); x<=power; x++ ) {
r x= 2;

}
return r;
powerOf3( int power )

int s; //
for(

uninitialized! Il <==
int x(1); x<=power; x++ ) {

s x= 3;

}

return s;
main()
double a, b;

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 16: Declares

power O 3: : s Wherepower Of 2: : r Was!

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 16

Qlide*

fHeap

26

int
for(

r(1);
int x(1); x<=power; x++ ) {
r x= 2;

}
return r;
powerOf3( int power )

int s; //
for(

uninitialized! Il <==
int x(1); x<=power; x++ ) {

s x= 3;

}

return s;
main()
double a, b;

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 17: Declarex

<0S>=—- main=> powerOf3

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 16

var: powerOf3::x = 1

Qlide*

fHeap

27

int
for(

r(1);

r %= 2;

}

return r;
powerOf3(

int s; //
for(

s x= 3;
}

return s;
main()

double a, b;

a = powerOf2(4);
b = powerOf3(2);
cout << "2%2%2*2="
cout << "3*3="
return 0;

int x(1); x<=power; x++ ) {

int power )

uninitialized!
int x(1); x<=power; x++ ) {// <==

<< a << endl;

<< b << endl;



Snapshot

| Stack)

Line 18: Stores*=3

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 48

var: powerOf3::x = 1

Qlide*

fHead

28

int
for(

r(1);
int
r x= 2

}

return r;

powerOf3(

int s; //

for(
s x= 3;

}

return s;

main()

double a, b;

x(1); x<=power; x++ ) {

int power )

uninitialized!
int x(1); x<=power; x++ ) {

/1

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;

<==



Snapshot

| Stack)

Line 17: Increment x

<0S>=—- main=> powerOf3

Program Stack 6 int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 48

var: powerOf3::x = 2

Qlide*

fHeap

20

int
for(

r(1);

r %= 2;

}

return r;
powerOf3(

int s; //
for(

s x= 3;
}

return s;
main()

double a, b;

a = powerOf2(4);
b = powerOf3(2);
cout << "2%2%2*2="
cout << "3*3="
return 0;

int x(1); x<=power; x++ ) {

int power )

uninitialized!
int x(1); x<=power; x++ ) {// <==

<< a << endl;

<< b << endl;



Snapshot

| Stack)

Line 18: Stores*=3

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 144

var: powerOf3::x = 2

Qlide*

fHead

40

int
for(

r(1);
int
r x= 2

}

return r;

powerOf3(

int s; //

for(
s x= 3;

}

return s;

main()

double a, b;

x(1); x<=power; x++ ) {

int power )

uninitialized!
int x(1); x<=power; x++ ) {

/1

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;

<==



Line 17: Increment x

<0S>=—- main=> powerOf3

Snapshot Program Stack & int powerof2( int power )
JStack) "
] - 8 int r(1);
(T e framg. main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE var: main::a = 16 10 rox= 2;
var: main::b = GARBAGE var: main::b = GARBAGE| 11 }
frame: powerOf2 frame: powerOf3 12 return r;
var: powerOf2::power = 4 var: powerOf3::power=2| 13 }
var: powerOf2::r = 16 var: powerOf3::s = 144 | 14 int powerOf3( int power )
var: powerOf3::x = 3 15
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {// <==
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23¢{
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}

Qlide: 41



Snapshot

|/Stack)

Line 17: Break out of f or loop

<OS>=— main— powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r = 16

var: powerOf3::s = 144

var: powerOf3::x = 3

Qlide*

fHead

42

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {// <==
s x= 3;

}

return s;

main()

double a, b;
a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

|/Stack)

Line 19: Destroy loop counterx

<OS>=— main— powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 144

Qlide*

fHeap

43

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

} /] <==

return s;

main()

double a, b;
a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 20: Return value of s

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 144

Qlide*

fHeap

44

int
for(

r(1);
int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s; /] <==

main()
double a, b;

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 20: Return value of s
copy return value

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = 144

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

var: powerOf3::s = 144

Qlide*

fHeap

a5

int
for(

r(1);
int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s; /] <==

main()
double a, b;

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Snapshot

| Stack)

Line 20: Return value of s
discard the auto (local) variabpewer Of 3: : s

<0S>=—- main=> powerOf3

Program Stacke int powerOf2( int power )
74

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = 144

frame: powerOf2

frame: powerOf3

var: powerOf2::power = 4

var: powerOf3::power = 2

var: powerOf2::r= 16

Qlide*

fHeap

46

int
for(

r(1);
int x(1); x<=power; x++ ) {
r x= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s; /] <==

main()
double a, b;

a = powerOf2(4);
b = powerOf3(2);

cout << "2*2*2*2=" << a << endl;
cout << "3*3=" << b << endl;
return 0;



Line 20: Return value of s
discardpover O 3 parametepower

<0S>=—- main=> powerOf3

Qlide*

Snapshot Program StackG int powerOf2( int power )
ystack) (AU
S - 8 int r(1);
fr_ame. mainy frame: main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE var: main::a = 16 10 rox= 2;
var: main::b = GARBAGE var: main::b = 144 11 }
frame: powerOf2 frame: powerOf3 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s; Il <==
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}

A7



Line 20: Return value of s
discard call frame, return to caller

<0S>=—- main=> powerOf3

Qlide*

Snapshot Program StackG int powerOf2( int power )
ystack) (AU
S . 8 int r(1);
fr_ame. mainy frame: main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE var: main::a= 16 10 ros= 2:
var: main::b = GARBAGE var: main::b = 144 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s; Il <==
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}

48



Line 26: Return from power O 3

Snapshot
| Stack)

<0OS>=— main

Program Stack 6 int powerOf2( int power )
71

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

var: main::b = 144

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

THeap

49

int r(1);

for( int x(1); x<=power; x++ ) {
r x= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s = 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2); Il <==
cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0;



Line 27: Print to console

<0OS>=— main

Snapshot
| Stack)
frame: main frame: main
var: main::a = GARBAGE var: main::a = 16

var: main::b = GARBAGE

var: main::b = 144

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHeap

50

8
9

int r(1);

for( int x(1);

r %= 2;

}

return r;

Program Stack 6 int powerOf2( int power )
74

x<=power; x++ ) {

powerOf3( int power )

int s; // uninitialized!

for( int x(1);

s x= 3;
}
return s;
main()

double a, b;

x<=power; x++ ) {

a = powerOf2(4);
b = powerOf3(2);
cout << "2*%2*2*2=" << a << endl;// <==

cout << "3*3="
return 0;

<< b << endl;



Line 28: Print to console

<0OS>=— main

Snapshot
| Stack)
frame: main frame: main
var: main::a = GARBAGE var: main::a = 16

var: main::b = GARBAGE

var: main::b = 144

frame: powerOf2
var: powerOf2::power = 4
var: powerOf2::r = 16

fHeap

Qlide: 51

8
9

Program Stack 6 int powerOf2( int power )
74

int r(1);

for( int x(1); x<=power; x++ ) {
r %= 2;

}

return r;

powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
S x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl; // <==
return 0;



Line 29: Return to OS

<0OS>=— main

Qlide*

Snapshot Program Stack 8 int powerof2( int power )
ystack) 8
] - 8 int r(1);
fr'ame. main frame: main 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE var: main::a = 16 10 rox= 2;
var: main::b = GARBAGE var: main::b = 144 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2:r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
fTHeapt 28 cout << "3*3=" << b << endl;
29 return 0; M ===
30}

52



Snapshot
| Stack)

Line 29: Return to OS
discard the auto (local) variabbai n: : b

<0OS>=— main

frame: main

frame: main

var: main::a = GARBAGE

var: main::a = 16

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHeap

53

8
9

Program Stack 6 int powerOf2( int power )
74

int r(1);

for( int x(1); x<=power; x++ ) {
r %= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0; M ===



Line 29: Return to OS

discard the auto (local) variabbai n: : a

Snapshot
| Stack)

<0OS>=— main

frame: main

frame: main

var: main::a = GARBAGE

var: main::b = GARBAGE

frame: powerOf2

var: powerOf2::power = 4

var: powerOf2::r = 16

Qlide*

fHeap

54

8
9

Program Stack 6 int powerOf2( int power )
74

int r(1);

for( int x(1); x<=power; x++ ) {
r %= 2;

}

return r;
powerOf3( int power )

int s; // uninitialized!

for( int x(1); x<=power; x++ ) {
s x= 3;

}

return s;
main()

double a, b;

a = powerOf2(4);

b = powerOf3(2);

cout << "2*%2*2*2=" << a << endl;
cout << "3*3=" << b << endl;

return 0; M ===



Line 29: Return to OS
discard call frame, return to caller

<0OS>=— main

Qlide*

Snapshot Program Stack 8 int powerof2( int power )
ystack) 8
] 8 int r(1);
fr'ame.maln 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 rox= 2;
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2:r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*%2*2*2=" << a << endl;
fTHeapt 28 cout << "3*3=" << b << endl;
29 return 0; M ===
30}

1%



Return from mai n

<0S>
Snapshot Program StackG int powerOf2( int power )
ystack) (AU
S 8 int r(1);
fr_ame.maln 9 for( int x(1); x<=power; x++ ) {
var: main::a = GARBAGE 10 ros= 2:
var: main::b = GARBAGE 11 }
frame: powerOf2 12 return r;
var: powerOf2::power = 4 13}
var: powerOf2::r = 16 14int powerOf3( int power )
15 {
16 int s; // uninitialized!
17 for( int x(1); x<=power; x++ ) {
18 s x= 3;
19 }
20 return s;
21}
22 int main()
23 {
24 double a, b;
25 a = powerOf2(4);
26 b = powerOf3(2);
27 cout << "2*2*2*2=" << a << endl;
THeapt 28 cout << "3*3=" << b << endl;
29 return 0;
30}
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Buffer Overflow Attacks

This simple observation: if you know whased to be on the stack (or heap),
you can accuratelpredict how a program willerroneously behave; is the
fundamental building block dBuffer Overflow Attackson the Internet.

It is a non-trivial amount of work to develop a buffer overflattack, but
people do it, so much so that buffer overflow attacks usuaitpant for about
20% of known Internet exploits.
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